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Abstract 

The use of Artificial intelligence, Blockchain Technology and other digital 

transformational solutions by companies for business advancement in Nigeria is fast 

becoming a norm. This evolving movementh as carried with it immense benefits and 

also setbacks. In as much as digital transformational solutions are important for the 

advancement of commercial growth and visibility, corporate organizations need to be 

aware of its intricacies, legal implications and the required digital/ Information 

Technology (IT) governance structuring to facilitate technological business operations. 

This paper seeks to review the essentiality of digital and IT governance structures in 

companies to enable effective electronic solutions for corporate entities in Nigeria. It 

further weighs the state and place of law, policy and regulation in meeting the demands 

of a digitalized corporate business framework within Nigeria in comparism with South 

Africa. South Africa is being used because of its robust legal template on IT governance. 
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1.  Introduction 

The era of the covid 19 pandemic has brought to reality the prominence of technology in 

business advancement and corporate practice. A major lesson learnt from the covid 

19era is technology is a lifeline for sustainable and future thinking companies and 

businesses 
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which cannot be disregarded. Consequently, various companies are embracing digital 

transformation with the mindset that technology has come to stay in business 

transactions and relationships. Companies that trivialised digitalisation prior to the 

covid19outbreak havebegun toconsider (post covid) and set up digital transformation 

structures in place to meet up with the increasing standard and upgrade. Furthermore, 

the covid 19 pandemic has led to a surge in digitalisation in various fields, including 

corporate governance.Although such digital initiatives were adopted out of necessity 

rather than design, companies are more prone to severe cyberattacks and digital 

security threats. This highlights the necessity for companies to implement 

productivity-boosting strategies and structures to direct the organization on corporate 

digital transformation, legal and governance issues. 

 
1. Conceptual clarification 

It is imperative to define key terms and clarify the concepts that will be referred 

towithin the context of the research article namely: Digital transformation/ 

Digitalization, Enterprise governance, corporate governance, Digital governance, IT 

governance, Artificial intelligence, and Block chain technology. 

 
a. Digital Transformation/ Digitalization: 
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Digital transformation (DT) is the process of leveraging novel electronic technologies 

like cloud, blockchain, mobile, artificial intelligence, and the web to optimize business 

operations, boost customer satisfaction, and develop new business models. It is adopting 

a fresh viewpoint and changing an organization's culture to incorporate the most recent 

digital technology innovations. The process ofintegrating digital technologies into every 

aspect of a company's business to radically alter how it runs, manages workflow, and 

provides value to clients is known as corporate digital transformation. Cultural change, 

workforce transformation, automation of processes, innovative business models, data­ 

driven decisions, digital product development, and customer experience transformation 

are all involved. In simple words, companies embracing digitalization to advance their 

business is Corporate Digital Transformation (CDT). 

Digitalization is the process of converting a business to a digital one. It involves using 

digital technologies to alter a business model and offer new chances for revenue and 

value creation. In a corporate environment that is shifting rapidly, digital transformation 

helps businesses to maintain innovation, increase efficiency, lower costs, and maintain 

their competitiveness. 

 
a.  Enterprise Governance: 

Enterprise governance is the set of responsibilities and practices exercised by the Board and 

executive management with the aim of providing strategic direction, ensuring that objectives 

are achieved, assuring that risks are managed appropriately, and verifying that the enterprise's 

resources are used responsibly. It is a framework that directs and controls entities to 

accomplish their main objectives while minimizing risk. Enterprise governance has the 

power to affect the opportunities that businesses decide to take advantage of, especially when 

technology develops markets, modifies consumer demand, and affects how goods and 
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services are created and delivered. Enterprise governance is the broader framework that 

encompasses all aspects of governance within organizations: corporate governance, IT 

governance, Data governance, Digital governance, Risk governance, compliance 

governance, financial governance and operational governance. 

 
c.  Corporate Governance: 

This is a system that sets how companies are being directed and controlled. Brian Coyle 

defines it as: 

"...the way in which companies are governed and to what purpose. it is concerned 

with practices and procedures for trying to ensure that a company is run in such a 

way that it achieves its objectives, ... maximize the wealth of its shareholders subject 

to various guidelines and constraints and with regard to other groupsor individuals 

with an interest in what the company does. 

Effectivecorporate governance is hinged on the principles of accountability, transparency, 

responsibility and fairness. The main issues that corporate governance addresses are: 

financial reporting and auditing; directors' remuneration; company - stakeholder relations; 

Risk-taking and risk management; effective director-shareholders communication; ethical 

conduct and corporate social responsibility. 

 
a.  IT Governance 

Information technology can be defined as the technology for gathering, handling, processing, 

storing and accessing data. IT (Information Technology) Governance has been defined by the 

Information Technology Governance Instituteas "the responsibility of the board of directors 

and executive management. It is an integral part of enterprise governance and consists of the 
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leadership and organizational structures and processes that ensure that the organization's 

IT sustains and extends the organization's strategy and objectives". Enterprise governance 

drives and sets the framework for IT governance.IT governance is the organisational ability 

used by the Board, executive management, and IT management to supervise the 

development and application ofIT strategy and guarantee the integration ofIT and business. 

The crucial component is establishing a framework made up of best practices-compliant 

structures, procedures, and mechanisms that merges business and IT to drive the creation of 

business value. Risk management, value delivery, and IT strategic alignment should all be 

included in such framework. IT governance is essential to the digital transformation process 

because it offers the risk management framework, performance metrics, and strategic 

direction needed to navigate the demanding and complicated path of digital transformation. 

 

Digital Governance: is a comprehensive framework for establishing accountability, 

roles (who handles and owns the digital processes? Who and what legitimize the 

allocation of responsibilities?), and decision-making authority, that sets the digital 

strategy, policy and standardsfor an organization's digital presence. It is an extensive 

approach that covers an organization's whole digital environment and how it contributes 

to risk management, compliance, and overall strategy. It includes the development and 

management of digital products, services, data governance and analytics, digital 

marketing and customer experiences, cybersecurity, digital ethics, and compliance. It also 
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a. covers the management and oversight of all digital assets, resources, and services. 

Digital governance is a crucial and advanced component that includes IT governance. 

 
b. Artificial intelligenceThe term 'Artificial Intelligence' (AI) describes the capacity 

of a computer or a robotic system with computer capabilities to analyse information and 

generate outcomes that are comparable to the way humans think when making decisions, 

learning new things, and resolving issues.Business productivity has been shown to 

increase with AI, which also decreases time and costs, reduces human error, facilitates 

quick decision-making, forecasts customer preferences, and expands sales using data 

analysis and automation. 

 
c. Blockchain Technology: A Blockchain is a shared database that allows users to 

transact valuable asset-related business in a public, anonymous environment with no 

need for an intermediary or centrally managed authority. By itself, blockchain is a 

publicly accessible register. Because a blockchain lacks a central authority or third party 

to regulate the system, all transactions must be visible to the general public. Every user 

has access to a download of every blockchain, which includes every transaction made 

since the blockchain was created. Manipulating the register would require a global 

alteration to its previous history; every active node's version of the blockchain also 

would have to be compromised. Such a change would demand a massive amount of 

processmg power. 

 
By keeping the data on computers and under the observation of global stakeholders, it is 

ensured that nooneentity,business executives or cybercriminals alike may exert control over the 

network. Blockchain technology's decentralized structure, rapidity, safety, and transparency 

make itindispensable forcorporate governance professionals.Blockchain technology can be 
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used to address the problem of companies not being able to keep accurate and current 

records of who owns their shares, which will shorten settlement times. Companies are 

enabled to source their operations using digital financing instruments by virtue of 

blockchain technology's ability to coordinate the emissions of digital securities. 

As blockchain and AI are ingrained in various business processes globally, their effects 

also affect corporate governance practices, either directly or indirectly. For instance, 

through autonomous business systems, improved integrated reporting, computer­ 

assisted board decisions, and a voting procedure based on blockchain infrastructure. In 

some cases, AI has occasionally been appointed as a board member. Regarding 

accountability, a variety of board agenda items include the use of AI and the 

digitalization of companies, along with a number of related questions. It' is pertinent that 

technologies be used ethically and fairly when integrating them into businesses. 

It has been stated that the current, rapidly evolving effects of digital transformation on 

companies may require more than the conventional IT governance template. 

Consequently, in today's new digital enterprises, the conventional understanding of IT 

governance might cease to be valid. This is because the mechanical method of IT 

governance is inappropriate for today's businesses because Digital Transformation is 

much more than just a technological shift. The idea of Digital Transformation refers not 

only to a new interaction between technology and its users, but also to a shift in the way 

individuals engage in the production of value and how a company executes business. A 

more robust governance framework which is Digital IT governance is most appropriate. 

This view is apt and recommended for companies as a blend of digital governance and IT 

governance (Digital IT governance) mechanisms will enhance a more efficient 

governance system to drive corporate digital transformation and its complexities. 
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1. Literature Review 

Researchers have written on digital transformation in line with other concepts. 

According to Khoshimov and Makhmudailey, as a result of current trends, all aspects of 

the economy will need to undergo a digital transformation in order to meet stakeholder 

demands. Additionally, corporate governance is not immune to digitalization. Utilising 

digital innovations like block chain networks can also make it possible to use other 

financing methods like peer-to-peer financing, crowd funding, and the issuance of token­ 

based securities, which will make a country's investments more appealing globally. The 

objectivity and transparency of corporate operations are improved by these technologies. 

Singh, Jain et al in their article on blockchain and corporate governance explain that 

using blockchain technology can essentially enhance every facet of corporate 

governance, such as safer and more accurate proxy voting, better ownership 

transparency, reduced chances of fraud in businesses by providing a comprehensive 

audit trail, and enhanced efficiency through the removal of administrative burdens. 

Under a blockchain regime, corporate governance may alter and gain from various 

aspects in different ways. 

Chen and Hao's work viewed digital transformation from the angle of board 

characteristics and environmental performance. From their research, the environmental 

performance of companies can be greatly enhanced by digital transformation. While 

board of directors demonstrated a low willingness to embrace digital transformation 

despite having a diverse mix of ages, nationalities, shareholding patterns, and political 

ties. On the other hand, boards characterized with a greater proportion of female 

directors and higher educational backgrounds favoured digital transformation 

strategies. The primary focus of Tanushev's article is how to modify a company's 

strategy to fit the demands of digital transformation. This involves considering four 

different angles, each with distinct goals: financial, customer, business process, and 

corporate capacity. To implement a corporate strategy, coordination is essential. 

This paper seeks to highlight: the importance of digital transformational solutions for 

businesses; the intersection between digitalization, companies, governance and the law 

in Nigeria. 
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Additionally how boards and stakeholders of companies can cautiously utilize these digital 

solutions without crossing legal boundaries. Also the article emphasizes on the need for 

digital and IT structuring as governance tools in corporate organizations and businesses. The 

article is divided into the following sections: Section one to four of the article is the 

introduction, conceptual clarification ofrelevant terms, literature review and methodology, 

while section five to ten of the article discusses; the impact of digital transformation in 

companies, the components of IT governance, legal insinuations of IT governance and 

corporate digital transformation, the role of the board of directors in IT and Digital 

governance, lessons from south Africa and conclusion. 

 
1. Methodology 

The Methodology adopted is doctrinal research with the utilization of primary and 

secondary sources of data. Primary data: Nigerian Code of Corporate governance 2018, 

Companies and Allied Matters 2020, Digital laws in Nigeria,Data privacy law, Intellectual 

Property laws in Nigeria and Kings Code of Corporate governance IV of South 

Africa.Secondary sources are: Journals, Newspaper publications, Internet sources and 

reports. 

The theories utilized are: the sociological school theory oflaw (which expresses that the law 

is impacted by the society vice versa) on the one hand, and agency theory of corporate 

governance (which portrays a principal agent relationship in the governance of companies). 

 
2. Impact of Digital Transformation in Companies 

In the current digital era, digital transformation has emerged as a crucial subject for forward­ 

thinking companies looking to maintain their competitiveness. Digital technologies are 

strategic to transforming traditional business practices and upending entire industries 

because of their unique features, accessibility, and integrated potential. Future business 

success may be significantly influenced by the efficient management of digital technologies, 

and the prompt and successful application of digital strategies is an essential component. 

Digital transformation adds lasting value to the organization and impacts stakeholders as well as 

corporate structures. Because digitalizationensures that the information stakeholders need and 
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demand is transparent, timely, and accurate, it provides a more developed structure for 

responsibility and accountability. Businesses that embrace digital transformation are 

more customer-focused, productive, efficient, highly advanced in technology, and 

knowledge-driven. While there are many advantages of digital transformation for 

corporate law and corporate governance, including better work execution, stronger 

interaction with stakeholders, and even more, reliable cybersecurity is essential for 

safeguarding the company's assets, keeping an eye on cyber risk, and creating a robust 

cyber mechanism for corporate governance. Effective IT governance also necessitates 

strict cyber security laws. Examples of digital solutions suitable for business and 

corporate organizations are: Blockchain technology, artificial intelligence and more. 

Examples of trending digital transformation solutions are: Blockchain technology and 

artificial intelligence. By leveraging communication technologies and other cutting­ 

edge technologies, digital transformation impacts not only a company's operations but 

all of its stakeholders, including shareholders, management, and suppliers. Because 

digitalisation ensures that the information stakeholders need and want is transparent, 

timely, and accurate, it creates a more developed framework for responsibility and 

accountability. By transforming the organisation to capitalise on its current core 

competencies or forge new ones, digital transformation gives a competitive advantage 

by facilitating cross-border relationships with vendors, clients, and competing 

compames. 

 
It is noteworthy that the digital age has brought with it vitalemerging responsibilities for 

corporate organizations known as Corporate Digital Responsibilities (CDR).CDR are: 

company's emerging responsibilities related to their digitalization-related impacts, risks, 

challenges, and opportunities. These CDR responsibilities are: Economic responsibilities 

(making profit as an organization by creating innovative business models that sustains the 

company in a highly competitive terrain); Legal responsibilities (compliance with laws and 
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regulations relating to digital technologies and data protection); ethical 

responsibility (doing what is just and fair, pursuing ethical digital practices) and 

philanthropic responsibilities (being a good corporate citizen by sharing knowledge , 

technologies and data to enhance sustainable development). Other issues in CDR are 

environmental CDR (which includes companies managing digital technologies in a 

sustainable way that preserves the environment) and social CDR (forming alliances 

and collaborations in the corporate ecosystem towards delivering high performance 

services and results) and governance CDR (ensuring transparency, accountability 

and responsibility in the handling of data). 

 
With these digital transformation realities, it is important that companies set a well­ 

designed Digital IT governance structure for their organization to mitigate risk and 

fluidity of its digital processes. As suitable as the benefits of digitalization are, 

companies must be aware of the legal implications that digitalization and IT 

governance brings with it. Businesses are positively enabled and made easier by 

digital solutions and processes. Digitalization brings ease to corporate governance. 

However, it has been argued that the digitalization bears with it consequences such as 

cybercrime; unreliability of digital systems ; risks to data security; challenges with 

ownership of data and privacy ; increased consumption of electricity and electronic 

waste leading to a higher environmental impact and discrimination through 

prejudiced artificial intelligence and more. Where the relevant governance and legal 

systems are in place, these threats can be mitigated and managed. This is the point 

where effective IT governance mechanisms, digital governance, legal structures 

come to application. 

 
1. Contituents of IT and Digital governance. 

The place of IT governance structures in company is to enable digital transformation and 

technological solutions in companies. For businesses to be prepared for the digital shift, they 

must actswiftly to enhance ITgovernance. ITgovernance mechanisms could behighly 

 

45 
C. J.Herden, E. Alliu, A. Cakici et al. Corporate Digital Responsibility. Nachhaltigkeits 

ManagementForum(202l)29:13-29from https://link.springer.com/article/10.1007/s00550- 0 2 0 - 
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advantageous for businesses looking to adopt digital transformation. It is pertinent to 

note that an IT governance framework of a company must be protected against unwanted 

access. 

An ideal Digital governance structure will reflect accountability, responsibility and 

definition of roles. This will highlight which team is responsible for what aspect of 

digital governance (strategy, policy, processes or workflow, setting guidelines and 

standards. Digital governance is rested on pillars of: an effective digital governance 

framework that reflects strategy risk, budgeting and resource management; stakeholder 

engagement; data protection and security; ethical decision making; leadership, 

integration and partnership workings. 

The components of an ideal IT governance frameworkare: IT value and alignment, 

Accountability, Performance measurement and monitoring, Risk management. 

Furthermore, it strategy and planning, communication and stakeholder management, 

compliance and regulatory management, security and privacy, resource management, 

continuous improvement/ review of the framework are other essentials in an ideal it 

governance framework. The framework ought to provide guidance to the company on 

how to decide on IT-related matters, develop strategies, and notify stakeholders of 

developments. 

 
1. Legal Insinuations for Corporate Digital Transformation 

There is no centralized, integrated law on Information Technology in Nigeria. However, 

there are various legal frameworks on different aspects of technology and corporate 

practice in Nigeria relevant to corporate digital transformation namely: Nigeria Data 

Protection Act (NDPA) 2023, National Information Technology Development Agency 

(NITDA)Act2007,Cybercrimes 
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Act (Prohibition, Prevention Etc.) Act 2015, Nigerian Communication Commission Act 

2003, Companies and Allied Matters Act, 2020 , Industry Specific laws such as the 

Central Bank of Nigeria Act 2007, Bank and Financial Institutions Act 2020, Securities 

and Exchange Commission Rules 2013 etc. 

The applicability of digitalization in businesses reflects in various areas of a company. 

Such as: in the operations (through the use of technological processes to enhance the 

operations of the business), use of AI assistants, online trading, digital marketing (use of 

social media and other platforms), virtual meeting and stakeholder engagements, 

innovations, customer service, Fintech in Banks and financial institutions, startups just 

to mention a few. The Nigerian law recognizes the use of technology in businesses. 

 
In Nigeria, the Companies and Allied Matters Act (CAMA) 2020 introduced provisions 

on, and acknowledging the use of certain digital forms in companies in Nigeria. Section 

101 provides for the use of electronic signatures in companies; documents requiring 

authentication by a company can be electronically signed by designated/authorized 

officers of the company and same will be accepted as satisfying the requirement for 

signing. AlsoSection 240 provides for Electronic/ virtual meetings for private 

companies. Private companies meetings do not need to hold their general meetings 

physically or in person and specific location which must be in Nigeria, implying that 

such meetings are deemed properly constituted.Also registration and incorporation of 

companies, filing of annual returns and other regulatory compliance processes to the 

corporate affairs commission can be conducted virtually.These provisions are laudable 

as they enrich the ease of doing business, nevertheless these may come with challenges 

such as cyber security threats, data privacy issues (as a lot of corporate documents and 

data will be in the digital space), technical issues in accessing the CAC portal among 

others. It is noteworthy that Section 84 of the Evidence Act, 2011 allows the 

admissibility of computer generated documents as evidence in court. 

Companies should be aware of thelegal facets of digitalization, and the repercussions on 

their corporate strategy. The following are some highlighted legal themes that may arise 

from corporate digital transformation: 

 

 
a. Data privacy: 
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One of the implications of corporate digital transformation is that companies will 

interact more with data either in the capacity as data controllers, data processors among 

others. Consequently, it is necessary for companies to manage data ethically, considering 

legal provisions on data protection and privacy so as to avoidliabilities. Still, it required 

by the law that the consent of data subjects be obtained where the need arises. The legal 

framework for data protection and privacy in Nigeria is the Nigerian Data Protection 

Act, 2023 (NDPA) which has the basic legal template for the protection of personal 

information of natural persons residing or doing business in Nigeria. 

 
The Act addresses a number of issues, including the establishment of the Nigeria Data 

Protection Commission (the "Commission") as an independent body to oversee and 

regulate data protection matters and enforce compliance with the Act's provisions. It also 

addresses the rights of data subjects, data security, cross-border transfer of personal data, 

requirements for data controllers and data processors of major importance, compliance, 

infringements, penalties, and dispute resolution. The act established requirements for 

data processors and controllers, including NDPC registration. Furthermore, it was held 

in the case of Incorporated Trustees of Digital Rights Lawyers Initiative & Ors v. 

National Identity Management Commissionthat personal data protection as provided in 

the NDPR generally falls under the fundamental right to privacy guaranteed in Section 

37 of the Constitution of the Federal Republic of Nigeria.The right to privacy extends 

to protection of a citizen's personal data - Incorporated Trustees of Digital Right 

Lawyers Initiative v. L. T.Solutions & Multimedia Limited. 
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Digitalized companies ought to have an effective data protection structure in place and 

may require an in house data protection expert who is conversant with the legal 

implications thereof, to guide the company accordingly 

 
a. Regulatory compliance: 

Companies must prioritizefulfillment and observance of regulatory directions, 

guidelines and laws, annual fillings and disclosures as non-compliance will result to 

penalties and grave consequences from regulators. Some of the relevant Regulators 

connected to corporate digital transformation and corporate governance in Nigeria are: 

Nigerian Communications Commission (NCC), Nigeria Data Protection Bureau 

(NDPB), National Information Technology Development Agency (NITDA) ,Corporate 

Affairs Commission (CAC), Industry specific regulators such as Central Bank of 

Nigeria for banks ,National Pension Commission for pension funds, National Insurance 

Commission for insurance companies , Securities Exchange Commission for listed 

companies. Also the Nigerian Broadcasting Commission, Financial Reporting Council, 

Federal Competition and Consumer Protection Commission among others. 

 
b. Cybersecurity and the Law: 

Digitalization in all its forms comes with cyberrisk and a proactive cyber security 

structure is important to protect the company's digital assets. The Cybercrimes 

(Prohibition and Prevention etc. 2015) Act is the relevant law in Nigeria on Cyber 

security and all forms of cybercrimes. It provides in Section 6(1) and Section 32 that it 

is an offence for any person, without authorisation, to intentionally access in whole or in 

part a computer system or network with the intent of obtaining computer data, securing 

access to any program and commercial or industrial secrets or classified information. 

Penalty for this is imprisonment for a term of not more than seven years or a fine of not 

more than N7,000,000.00, or both. 

It is important that companies are aware of the various illegal acts listed by the law, and make an 

awareness of such acts to its personnel to prevent itself liabilities. Also there is the need for 

effective digital IT governance structures to prevent the companies from cyber threats that can 

collapse or destroy or expose the company's assets including data. Companies can bring legal 

actions against persons who have attacked their digital assets. 
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a. Intellectual Property: 

Digitalization drives innovation, where there is innovation there is the need to protect the 

intellectual property (IP) (such as patents, trademarks, industrial designs, copyrights) of 

the parties involved which could be the company itself, its employees or third parties. It 

is important that innovative creations be registered with the requisite regulators. In 

Nigeria, the Nigerian Copyright Act 2022, Patents and Designs Act 2004, Trademarks 

Act 2004 provides for legal requirements for intellectual property in Nigeria. Also it is 

important that a company clearly defines its stake and ownership ofIP rights and that of 

the employees to avoid disputes, and acknowledge /give credits for the work done by 

others (moral rights, economic rights). 

 
b. Liabilities: 

It is crucial for companies be cautious of infringement of the rights of others by 

upholding ethics and legal compliance in its use of digitalization. As breach of such legal 

obligations will amount to severe consequences such as damages, fines, corporate and 

directors liabilities. Likewise, it is also important that a company grooms its personnel to 

avoid issues of vicarious liability, civil or criminal liabilities. 

 
c. Contracts: 

Securing and managing business relationships are fundamental in corporate digital 

transformation especially through well drafted contracts. Contracts are legally binding 

and the terms and conditions freely and voluntarily agreed upon by them per Adekeye, 

JSC in Best Nig. Ltd. v. Blackwood Hodge. Companies ought to protect their interests by 

employing digitally exposed legal personnel for contract reviews and management. 

Smart contracts are one of the blockchain technology's tools that can be utilised in 

companies to automate transactions inside the parameters of preset rules, saving time 

and money on middlemen and improving board and shareholder relations in the process. 
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a. Dispute resolution: 

Disputes are inevitable in corporate and commercial transactions especially where the 

company interfaces with various digital stakeholders. In a digitalized business clime, 

disputes may arise from online business transactions, cross border transactions or other 

areas. A corporate dispute resolution policy in line with the law considering the various 

dispute resolution options and mechanisms is paramount and should also reflect in 

contracts, negotiations and general business dealings of the company. It is noteworthy to 

acknowledge current developments of trade in Africa precisely African Continental Free 

Trade Area (AFCFTA) .The AFCFTA aims at accelerating intra-African trade and 

boosting Africa's trading position in the global market by strengthening Africa's 

common voice and policy space in global trade negotiations. An AFCFTA digital trade 

Protocol was created to provide rules for participants on digital trade, this also earmarks 

directions on digital trade issues such as cross border data transfers (Article 20).non­ 

discrimination of digital products (Article 7) among others, which can guide African 

companies in digital cross border trade and its complexities. 

 
b. Corporate Policy making: 

Policy making is central in Digital and IT governance. Corporate policy is a set of 

written guidelines intended to govern the actions of company managers and its 

other employees in specified situations. Digital governance earmarks 

responsibilities for policy which may be handled by the digital team; however it is 

vital for the legal team of the company to have an input in policy as to properly align 

the digital goals and specifications with legal standards. Digital governance thrives 

on collaborations. Corporate policy ought to be in line with the law 
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a. Ethical use of digitalization and the law: 

In Nigeria, companies are utilizing virtual AI assistants in various sectors namely: 

finance sector, even in the legal sector especially through brands like lawpavillion, the 

issue of ethics and lawful use comes to fore. Digital and IT governance requires 

accountability and responsibility. Issues such as who is liable for the acts or wrong doing 

of the AI assistants? may arise in future. Other ethical implications of AI are: bias in 

algorithm, data privacy, accountability and more. Also where AI is involved in decision 

making processes, it may have significant consequences for the society. In some 

advanced country, AI was appointed a member of the board of a company. The question 

is: are our laws well advanced to tackle such issues? 

It is pertinent that strong legal frameworks be established to meet the imminent 

technological wave in the corporate and business clime in Nigeria. Although the legal 

terrain on technological matters is evolving, a comprehensive legal template is 

indispensable. The law needs to be ahead; law affects society and societal processes 

shapes the law. Accordingly, a need for legislative intervention on the ethical use of AI to 

prevent abuse. It is important the company leadership ensure ethical use of digital forms 

so as not suffer liabilities that can be avoided. For companies using AI and Blockchain 

technology, there is the need for prioritizing the requisite ethics in the course of use of 

these forms. 

 
8.  The Role of the Board of Directors in Corporate Digital Transformation and 

IT governance 

The board of directors has the general duty to manage the company, to show utmost good 

faith in accordance with the provisions of the law and the constitution of the company. See: 

Wallersteiner v Moir. The board of directors has a duty to act bonafide for the benefit of the 

company. Section 279(3) of CAMA 2020, a director shall act at all times in what he 

believes to be the best interest of the company as a whole, preserve its assets, further its 
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business and promote the purposes for which it was formed, in such a faithful diligent 

and careful as an ordinary skillful director would act in the circumstances. In the course 

of their duties must to protect the interests of the members of the company and its 

employees. 

 
In light of the above, the board of directors is the governing body of a company which 

provides leadership and strategic direction to the company-Principle 1 of the Nigerian 

Code of Corporate Governance 2018 (NCCG 2018). Practice 1.10 of Principle 

lstipulates that the board establishes an information technology (IT) governance 

framework for their companies. For digital transformation to thrive in organizations, 

there is need for boards to set structures and policies in line with the company's 

objectives. It has responsibilities to direct the company on effective IT governance and 

digital transformational structuring. It must ensure that an ideal IT and digital 

governance structure is in place, manned by qualified personnel. Employment of 

appropriatedigital talent to handle the digital governance structure will bring about 

innovations and guide the company in this light. For example a chief digital officer may 

be appropriate to direct the board and board committees on digital issues. 

 
The effect of digitalizationon corporate governance is thata novel governance era is arising 

around technology to build more sustainable relationships with stakeholders. Technology­ 

centric enterprises have changed the demands and standards of corporate 

governance.Consequently, the board must rise to the occasion by upgrading to meet the 

emerging demands of technology driven corporate governance.The board ought to invest in 

cybersecurity mechanisms in the company to protect the company's data and other digital 

assets. It must prioritize legal structures and a strong and highly effective legal team to 

guide it through legal considerations regarding the company's IT governance and digital 

transformational processes and technologies. The board members themselves need to learn 

digital skills and be trained on use of technology and corporate governance. Primarily, 
 

 

68 
Section 305(4) ofCAMA 2020; Artra Industries Nig. Ltd v Nigerian Bank for Commerce and Industry 

(1998)4NWLR(Pt. 546) 
69 

Principle 1 oftheNCCG 2018 
70 

Op cit William Delone, Demetrio Migliorati, Giovanni Vaia Pg 217,229 
71 

Op cit Kadir Varoglu, Goner Gokten, Burak Ozdogan Pg.225 
72 

B.T Adejugbe, Boardroom best practices: Implications for corporate governance, Afe Babalola University 

Ado ekiti law journal.(2018) 6(1): 22- 33 @30 : R.S. Peterson, A. Johnston, 2018.The 3D Boardroom . 

Governance and Compliance. (Institute of Chartered Secretaries and Administrators UK Monthly 

Publication April, 2018) 30-32. 



Bolante Titilayo Adejugbe PhD •  The Intersection of Information 

67 

 

 

 

the company secretary who is the corporate governance expert of the board ought to be 

technologically savvy to guide the board appropriately in accordance with regulatory 

guidelines on electronic meetings ,and can ensure this during board evaluation and 

prescribe appropriate digital knowledge trainings for directors who are lacking. 

Moreover, there are existing digital tools and solutions to guide boards on modern 

governance (an integration of corporate governance and technology) to help boards 

digitally manage corporate governance issues conveniently. An example of such is the 

Modern governance by Diligent Company, a company based in the United 

Kingdom.Such tools can be utilized by companies to give their boards in the digital 

age.Also in the advent of social media, where a post on any social media platform can 

mar the reputation of a company, it is important members of the board familiarize 

themselves with the social platforms of the company to follow up on engagement from 

the public on how the brand is being viewed,not solely rely on the report of the social 

media handlers / managers of the company. With thisthey can have first-hand 

information, organize appropriate corporate response and damage control when 

neededand most importantly generate insights for corporate strategy. 

 
A general sensitization or awareness on effective data privacy, digital systems and 

governance for all staff especially those whose roles intersect with digitalization and its 

handling. Furthermore, the need to equip the legal and regulatory compliance team of the 

company through trainings on digitalization and the intersection with the law, to enable 

the team gives appropriate legal directions and set policies for the organization on IT and 

digital governance is pragmatic. The board must be legally cautious in adopting digital 

solutions to avoid liabilities for the company. 

 
On the issue of Al, it can help in corporate decision making precisely it can help boards 

determine the best strategy that will enable exponential growth and for the company in ahighly 

competitive market space.The board must be ready and knowledgeable about the extent of 

artificial intelligence (AI) technology use in business and processes, as well as any 
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potential risks and advantages. Establishing the AI policy and implementation strategies 

as well as creating a constant environment for risk assessment is necessary. Transparent 

and frequent communication with stakeholders regarding policies and their implications 

is also crucial. As good corporate governance specifies efficient stakeholder 

communications and disclosures. 

 
In terms of stakeholder engagement, the increasing adoption of virtual general 

shareholder meetings may help to promote involvement and participation from 

shareholders and may even become an ongoing aspect of corporate governance. 

 
Still the board must take into cognizance the CDR responsibilities that comes along with 

digitalization and prioritize compliance with ethics in the use of digital resources. In 

embracing digital transformation, corporate digital responsibilities must be adhered to 

and balanced. 

 
It is very clear what the board is responsible for: safeguarding shareholder value. IT 

governance guarantees risk transparency and the safe application of technology to 

increase and protect shareholder value. The IT governance process puts IT management 

on the board and senior management's agenda where it can receive serious attention, 

thereby increasing managers' awareness of the risks the company faces from both 

technological and business perspectives. It also directs and controls IT investment, 

opportunity, benefits, and risk. The board creates strategy and goals and a structure that 

facilitates the strategy on IT and cascades the vision to the employees. Subsequently 

measure performance to review how effective the structure has work and what needs to 

be done. The company's leadership must be proactive and lead appropriately for the 

governance of digital transformation to succeed. This includes setting goals, fostering 

team collaboration, ensuring that all digital projects comply with industry regulations 

and cyber security, allocating resources among other things. 

 
Regarding Blockchain Technology, it is recommended to resolve principal agent 

confidence and corporate governance issues such as corporate voting, financial records and 
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reporting as it enhances transparency thereby reducing the transaction costs for the 

business.Blockchain technology can enable accurate and comprehensive information 

needed by the board for its duties. Additionally, key performance indicators and board 

performance can be evaluated using digital metrics in the form of digitalized dash boards. 

These will serve as benchmarks for evaluating the board based on competitive advantage, 

threats, strategy, and other factors. This will serve as a teaching tool for the board. 

 
Businesses would be more efficient if emerging technology were used at the board level 

to support transparency and other corporate governance pillars as well as data-driven 

decisions. Particularly, Blockchain technology will facilitate monitoring systems to 

mitigate against the excesses of the management of the company (particularly 

accounting and stakeholder communication and engagement). 

 
Data privacy issues and cyber risks are a result of digitalisation and the utilisation of 

digital trends and resources. To reduce these digital risks, the board must create strong 

risk management policies and procedures. In addition, the board will face challenges in 

managing the workforce in an organisation where remote and virtual work arrangements 

are common. To facilitate a learning process for the board and apprentices, it has been 

proposed that companies implement board digital apprentices.For the board to 

effectively mitigate risks related to digital security, it is imperative that it has the 

necessary knowledge and resources at its disposal. Boards should take into account the 

risk associated with digital security when creating their overall risk management plans, 

recognising that these risks are essentially matters of governance. 

 
1. IT Governance and South Africa: 

Kings Code IVwhich is the current South African Corporate governance Code stipulates 

an extensive approach on information and technology governance. This can be found in 
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its Principle 12.The highlights of the principle and recommended practices are as 

follows. The board has the responsibility for IT management and oversight. The 

company should approach IT governance by creating a policy, to promote ethical and 

responsible use ofIT. The management should be delegated the responsibility to manage 

IT effectively, a breach coach should be appointed for security and social media 

incidents. Compliance with IT laws, integration ofIT risks into the company's overall risk 

management , enhancement of intellectual property through information management , 

data protection, enabling ITarchitecture are otherrecommended practices. 

 

Furthermore, information security law aspects are put in place, the company's 

responsiveness to disruptive technologies, periodic independent assurances on the 

company's IT arrangements (inclusive of outsourced services) and disclosure of governance 

and IT management by the company to stakeholders (detailing focal areas, plans and actions 

taken) are other suggested practices.The explicit provisions on IT governance by the Kings IV 

code is notable as it gives companies in south Africa a clear description on what an ideal IT 

governance structure should be, thoughit has been argued that certain relevant aspects such as 

cybersecurity was excluded. While Principle 1 of the NCCG 2018 postulates that the 

board of directors should establish an information technology (IT) governance 

framework for their companies, which is commendable, it is proposed that in subsequent 

reviews of the NCCG 2018 code, more detailed provisions/ practices explaining what 

makes up an ideal IT governance structure should be specified. 

 
1.    Conclusion 

Digitalization has come to stay in business and it is essential for forward thinking, proactive 

companies. However it is critical that the board of companies prioritize the establishment of 

Digital/ IT governance structuring and systems to enable a smooth sailing of the company on 

the waves of the digitalized business terrain. Most importantly is the prioritizing and 

understanding of legal considerations pertaining to digital transformation and IT 

governance in order to and protect the business, and avoid pitfalls that may cost the company 

comprehensively. There is the prerequisite for explicit and robust legal templates for 

digital-IT governance in Nigeria. 
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