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Abstract

Maintaining the confidentiality and integrity of digital documents transmitted through electronic media is a
critical security concern in the field of Information Security. To address this security concern, this paper
proposes a system that uses a digital signature to ensure the authenticity, non-repudiation and integrity of the
transmitted data and it also uses symmetric encryption to provide authentication and confidentiality of the
transmitted data. The Rivest, Shamir & Adleman (RSA) algorithm was used to implement the Digital Signature
while the Advanced Encryption Standard (AES) was used for symmetric encryption. The system involves
encrypting a plaintext using AES, then a hash function (SHA-256) is used to create a hash value of the
ciphertext and the private key of the RSA algorithm is used to encrypt the hash value to produce the digital
signature. The ciphertext and the digital signature are attached and sent to the recipient. The digital signature is
decrypted by the recipient to obtain the hash value of the ciphertext, then it verifies if it is a valid signature
before proceeding to decrypt the ciphertext using the AES secret key. The proposed system was evaluated
against the existing AES algorithm. The size of the test file was observed and analyzed before and after
encryption, this showed that the size did not change. Different RSA key sizes were used to perform signature
and verification processes to see how long it takes to perform the operations, this also showed that the smaller
the key size the faster the signature and verification processes and the verification process is a much faster
process than the signature process. The system was able to meet the cryptography objectives and will be useful
to individuals and businesses in transmitting sensitive information over insecure communication mediums.

Keywords: Advanced Encryption Standard (AES); Rivest-Shamir-Adleman (RSA); Digital Signature; Encryption;
Hash Function

confidentiality and authentication of sensitive

1.0 Introduction

In the digital age, the need for secure and trusted
electronic transactions has grown exponentially.
This paper highlights the fundamental role
played by digital signatures in addressing this
need. These cryptographic tools, rooted in a
history of pioneering work by Diffie, Hellman,
and the creators of the RSA algorithm, have
evolved into indispensable components of
modern cybersecurity. Their capacity to
guarantee the integrity and non-repudiation of
digital documents has made them a linchpin in
the transition from paper-based transactions to
digital transactions.

Cryptographic  methods require  copyright
protection of digital documents and data as it
only ensure data security during the distribution
process [27]. This paper combines the strengths
of  symmetric  encryption  which  are
Chamo Y. Y. Enhancing Symmetric Encryption Using
Digital Signatures. University of Ibadan Journal of Science

and Logics in ICT Research (UIJSLICTR), Vol. 13 No. 1,
pp. 179 — 187.

O©UIJSLICTR Vol. 13, No. 1, January 2025

documents and the strengths of digital signature
which are ensuring the integrity and non-
repudiation of digital documents. The concept of
using cryptographic techniques to ensure
document authenticity can be traced back to the
work of Whitfield Diffie and Martin Hellman,
who introduced the concept of public-key
cryptography in the 1970s [7]. This
breakthrough laid the foundation for modern
digital signatures. Later, in 1977, Ron Rivest,
Adi Shamir, and Leonard Adleman developed
the RSA algorithm, one of the earliest and most
widely used digital signature algorithms [21].
Over the years, digital signature technologies
have continued to evolve, accommodating
advances in computing power and cryptographic
research.

Document content summary can be done by
using a hash function that produces an output
called a hash value, summary encoding and
encrypted summary insertion are the main digital
signature processes [19] [27]. Digital signatures
are based on asymmetric encryption techniques
and involve the use of public and private key
pairs [12]. The process begins with the sender
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using a cryptographic hash function to create a
unique hash value of the document. The hash
value is encrypted using a private key to form
the digital signature. The recipient decrypts the
digital signature using a public key. To verify
the authenticity and integrity of the document,
the recalculated hash value of the received
document is compared against the decrypted
hash value to see if they match.

Digital signatures offer several advantages in file
encryption systems. Firstly, they provide a high
level of integrity ensuring that no alteration of
the document occurs during transmission.
Secondly, non-repudiation of digital signatures
ensures non-denial of signing the document by
the sender. Thirdly, digital signatures enhance
the authenticity of the document by verifying the
identity of the sender through the use of the
sender's private key. These advantages make
digital signatures an essential component of
secure file encryption systems [9].

Digital signatures find applications in various
domains where secure communication and
document authentication are critical. In e-
commerce, digital signatures are used to
authenticate electronic transactions, providing
confidence to buyers and sellers [5]. In
government and legal sectors, digital signatures
are employed to sign legal documents, contracts,
and agreements, eliminating the need for
physical signatures. Adoption of digital
signatures was accelerated during the COVID-19
pandemic as businesses and organizations
increasingly rely on remote and digital processes

[1].

One of the major challenges of symmetric
encryption is the issue of security functions such
as user verification and key management [15]. It
is also not convenient for sharing sensitive
information over insecure channels. This work
proposed a system that combines the strengths of
symmetric and digital signature algorithms to
address this challenge. Digital signature was
introduced to overcome the limitations of
symmetric encryption and accomplish user
verification, and to also ensure the integrity and
authenticity of transmitted data [24].

2.0 Related Works
Aufa et al. [2] carried out a security system

analysis by combining RSA and DSA (Digital
Signature Algorithm) for encryption and digital

signatures, which are both public key
cryptography algorithms. They compared the
computational times of their system against the
RSA and DSA algorithms respectively. This
work showed that their system provided three-
way security of authentication, verification and
data security but their system cannot also
process large files due to the limitations of the
RSA algorithm.

Lee and Kim [13] proposed an optimized
approach that utilized efficient RSA key
generation and encryption techniques for secure
file encryption with digital signatures. This study
demonstrated the effectiveness of the RSA
algorithm in providing robust encryption for file-
level data security and the ability to create
digital signatures for file authentication. Their
work was limited to processing small files.

Dhiyaulhag & Usman [6] researched to find an
optimal algorithm for the performance of digital
signature by comparing the performance of the
RSA 512-bit and AES 192-bit algorithms. The
study showed that RSA has a more stable
performance when carrying out digital signature
operations compared to AES.

Bobby & Usha [3] carried out an Observational
Study of Security Enhancement in loT
Authentication Using a Digital Signature
Algorithm. They stated that the information
exchanged in an loT system is private and at
times confidential, providing proper security to
the system is essential. To prevent unknown
users from accessing information in the system,
authentication  through Digital  Signatures
becomes an integral part of 10T. They also noted
that Authentication plays an important role in
internet security. Using Digital signatures, the
authentication process is carried out well.

Lu & Mohammed [15] proposed a complex
encryption  system  design  which  was
implemented using AES and RSA. They noted
that to analyze the performance of their proposed
algorithm and to make full use of the advantages
of AES, one needs to reduce round key and
improve the key schedule, as well as organically
integrate with the RSA algorithm. Java language
was used to implement the proposed algorithm
due to its large library. Based on the results of
the comparison between AES and the proposed
algorithm, the proposed algorithm showed good
performance and high security. Their work was
limited to using RSA to solve difficult key
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management of RSA, as it did not incorporate
digital signature operations.

William et al. [25] described and proposed a
hybrid approach that combines a symmetric
algorithm Advanced encryption standard (AES),
asymmetric algorithm Elliptic curve
cryptography (ECC), and a hash function (SHA-
256). SHA-256 is a mathematical formula that is
used to ensure the data's integrity. They noted
that their proposed technique is more efficient
when compared to the other approaches since it
is more efficient when it comes to text
encryption. A limitation of their proposed
technique is that it is less efficient at image
encryption. They also indicated that the time
required to encrypt and decode a picture may be
decreased in future development.

2.1 Digital Signature

Digital signatures rely on the principles of
public-key cryptography. This is based on using
two distinct but mathematically related keys: a
public key and a private key; the former for
encryption and the latter for decryption [7]. This
fundamental principle ensures that while the
public key is widely disseminated and accessible
to anyone, only the possessor of the private key
can create a valid digital signature. When
signing a document, the sender uses their private
key to apply a cryptographic transformation to
the document, producing a signature.
senders’ public key is used to verify the

signature’s authenticity by applying the
corresponding  inverse transformation. A
successful  verification ~ guarantees  the

document's integrity & the identity of the sender.
Digital signatures may get permanently linked to
signed message content; but it is impossible to
move them from document to document [20]
[23].

Digital  signature  algorithms are  the
mathematical constructs that underpin the
security and effectiveness of digital signatures.
These algorithms generate the signature and
ensure its integrity, making them a fundamental
component of digital signature technology [18].
There are several notable digital signature
algorithms, each with its unique characteristics,
strengths, and weaknesses [26]. An example is

the RSA, which was used to implement the vii.

digital signature in this paper. The choice of
algorithm depends on the specific use case,
security  requirements, and  performance

The i

Vi.

considerations. Each algorithm has its own set of
advantages and trade-offs, and ongoing research
continues to improve and adapt digital signature
algorithms to evolving security challenges.

Digital signatures find widespread use in various
domains due to their ability to provide security,
non-repudiation, and data integrity in the digital
realm. Their versatility and reliability have led to
their adoption in a range of practical applications.
Here are some key areas where digital signatures
play a crucial role:

Secure  Document  Signing:  Digital
signatures are commonly used to sign
electronic documents, such as contracts,
agreements, and legal paperwork. This
ensures the authenticity and integrity of the
documents, making them legally binding [4].
Email Authentication: In the context of
email, digital signatures help verify the
sender's identity and the integrity of the
message. This is vital for preventing email
spoofing and ensuring secure
communication.

E-commerce and Online Transactions:
Digital signatures are employed to secure
online transactions, including purchases,
financial transactions, and the signing of
electronic checks. They ensure that the
parties involved can trust the authenticity
and integrity of the transactions [11].
Government and ldentity Verification:
Governments use digital signatures for
identity  verification,  issuing  secure
documents like passports, driver's licenses,
and national ID cards. This enhances
security and prevents fraud.

Healthcare and Medical Records: In the

healthcare sector, digital signatures are
applied to ensure the integrity and
confidentiality  of patient records,

prescriptions, and medical documents. They

also support telemedicine and remote
healthcare services.
Cryptocurrency and Blockchain

Technology: Digital currencies, like Bitcoin,
use digital signatures to validate transactions
and ensure the security of cryptocurrency
wallets. Blockchain technology relies on
digital signatures to record and verify
transactions on a distributed ledger [17].

Software Updates and Code Integrity:
Software developers use digital signatures to
sign their code and software updates. This
guarantees that the software has not been
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viii.

tampered with and helps users verify its
authenticity.

Legal and Notary Services: Digital
signatures are utilized in the legal and notary
services industry to authenticate legal
documents, wills, and affidavits. This
eliminates the need for physical presence
while ensuring the legal validity of
documents.

Remote Work and Telecommuting: The
advent of remote work and telecommuting
has heightened the importance of digital
signatures for remote document signing and
secure virtual collaboration.

Supply Chain and Logistics: Digital
signatures are used in supply chain
management to verify the authenticity and
integrity of shipping documents, reducing
the risk of fraud and ensuring the smooth
flow of goods.

2.2 RSA (Rivest, Shamir

Algorithm

& Adleman)

This is one of the most renowned digital
signature algorithms that was introduced in 1977
by Ron Rivest, Adi Shamir, and Leonard
Adleman. Based on their findings, they
developed a system of two-key cryptography
that would make it possible for two messages to
transit safely via an unsecured channel without
disclosing a secret key [29]. RSA relies on the
mathematical properties of large prime numbers.
It allows for the creation of key pairs: public and
private keys; for verification and signing
respectively [10]. When a user signs a document,
the algorithm employs modular exponentiation
to create the digital signature. RSA is known for
its security and robustness, and it remains
popular for various applications.

2.2.1 RSA Key Generation

The algorithms used in generating RSA public
key pairs are stated below [16]:

1. Two random prime numbers p and q are
chosen such that the bit length of p is
approximately equal to the bit length of
a;

Calculate nsothatn=p * q;
3. Calculate @(n) so that ¢(n) = (p — 1)*(q

-1);

4. Choose a random integer e such that e<
¢(n) and gad(e, ¢(n)) = 1, then compute
the integer d such that: e*d = 1 mod ¢(n);

N

5. (n, e) is the public key, and d is the
private key.

The signature of message m is a straightforward
modular exponentiation using the hash of the
message and the private key;

The signatures can be obtained by:

s = hash (m) d (mod n); [16]

To verify a signature for message m, the author’s
public key (n, e); is used to decrypt the signature.
The hash h is thus obtained by h = s* (mod n);
[16]

The signature is valid if h matches hash(m), then
the message has not been altered and was signed
by the author.

2.3 AES (Advanced Encryption Standard)

This is a renowned encryption algorithm that is
widely adopted for secure data transmission and
storage. It has been rigorously analyzed and is
considered to be highly secure against
cryptographic attacks. AES operates on fixed-
size blocks of data and supports various key
lengths such as 128, 192, and 256 bits. A
substitution-permutation network (SPN)
structure, consisting of several rounds of
substitution, permutation, and mixing operations
is employed by this algorithm [14]. AES
encryption involves dividing the plaintext into
blocks, which are then encrypted using the
selected key and a series of transformations.
Each round of encryption modifies the state of
the data, making it resistant to statistical attacks
and other cryptographic vulnerabilities. AES
decryption follows a reverse process, using the
same key to retrieve the original plaintext.

2.4 SHA (Secure Hash Algorithm)

To provide standardized cryptographic hash
functions for widespread public use, the NIST
(National Institute of Standards and Technology)
selected a series of algorithms that were named
SHA [8]. A procedure that returns a fixed-size
bit string (hash value) for a block of data i.e. the
message to be sent is known as a Cryptographic
Hash Function [22]. An example of SHA is the
SHA-256 which was used in this paper.

A 512-bit block size and a 256-bit key size are
used in the 64 compression rounds of the SHA-
256. The following steps are involved in SHA-
256:
a. Padding: Length should be a multiple of
512 bits.
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b. Initialization: Length is increased to 64
bits.

c. Processing: Each block undergoes four
rounds of 20-bit operations and the
message is processed in 512-bit blocks.

d. Hash value is the output.

A hash can be used to verify information that is
too sensitive to store and it can act as a
placeholder for a document. It can also be used
to confirm that a document has not been
tampered with [8]. Some of the properties hashes
possess to be wuseful are: Two identical
documents must yield different hashes and the
original data must be nearly impossible to
recreate from the hash. Calculating the hash
should be executed swiftly and it should be
impractical to create two sets of data that yield
the same hash.

In cryptography, appending data to any part of
the plaintext before encryption is known as
padding. The purpose of padding is to prevent an
adversary from retrieving information of the
primitive, such as an adaptive chosen ciphertext
attack in RSA [28].

3.0 Methodology
The  methodology  encompasses  various

techniques and approaches to ensure a thorough
understanding of the system requirements and an

effective design that meets the needs of the users.

3.1 Dataset Description

The data compared and analyzed in this paper
were six (.txt) text files of varying sizes which
are listed below:

i. 5KB
ii. 10KB
iii. 20KB
iv. 30KB
v. 50KB
vi. 100 KB

Several metrics have also been identified to
evaluate the performance of the Proposed
System.

3.2 Performance Metrics
The Proposed System’s
evaluated and analyzed against
algorithm using the following metrics:
e Execution time
This is the total time it takes the system
to carry out an encryption and
decryption operation. It indicates the
speed of the system.
e Size of the file
This indicates if the process of signing
the document affects the size of the
document.

performance was
the AES

o Keysize
Different RSA keys were used to sign &
verify the same document to determine
the speed of the signature and
verification operations.

3.3 Proposed System

The Python programming language was used to
develop proposed system presented in this paper.
It combines advantages of digital signatures
alongside the strengths of symmetric encryption.
The AES was used as the primary mode of
encryption which was used to achieve
confidentiality and authentication of the
document while the RSA was used to implement
the digital signature which ensures the integrity
of the document and non-repudiation.

The sender encrypts the document using AES
algorithm and also generates RSA Private and
Public keys. The SHA-256 algorithm is used to
hash the ciphertext to obtain a hash value. The
digital signature is created by encrypting hash
value using the private key of the RSA algorithm.
The ciphertext and digital signature are attached
and sent to the recipient.

After decrypting the digital signature to obtain
the hash value of the ciphertext, the recipient
verifies if it is a wvalid signature before
proceeding to decrypt the ciphertext using the
AES secret key as shown in figures 1, 2 and 3.
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3.4 Architecture of the Proposed System

| AES |

l

Flaintext Encryption

w

Ciphertext | Hash Function

(SHA 256)

F.5A Private Key

Ihgital Signature

Figure 1: System Block Diagram

3.5 Flowchart of the Proposed System

EncrvptPlaintext using
AES

Ciphartaxt

L ]
Produca Hash WValus of
Cipheartaxt

|

Encrvpt Hash Valus=
using FES5A Privats Kewr

| Drigital Signaturs |

Figure 2: Encryption
4.0 Results

4.1 Performance Evaluation

The proposed systems’ performance was
evaluated against the AES algorithm and the
results obtained were compared and evaluated.

Diecovpt Dhigital
Signaturs

Produce Hash Valus

l

Diacrvpt Ciphartaxt

Figure 3: Decryption

Table 1: Execution Time of each System
Propose | Proposed
File AES AES .| d SSstem Sys?em
Size Encryp Decrypti Encrypti | Decrypti
tion on
on on
5KB 0.39 0.97 0.39 0.97
10KB | 1.15 5.07 1.16 5.07
20KB | 2.17 8.38 2.17 8.38
30KB | 342 13.22 3.42 13.22
50KB | 6.16 20.30 6.17 20.30
100KB | 11.35 45.41 11.35 4541
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Table 1 shows the processing times obtained
from each algorithm and there is no significant
change in processing times of the proposed
system and the AES algorithm.

Table 2: Total Execution Time of each System

took for the encryption and decryption
processes.

4.2 Size of the File

The different files were observed and compared
before encryption and after encryption to see if
the proposed system affects the sizes of the
files.

Table 3: File Size Comparison

File AES  Total | Proposed System Total
Size Time Time

5KB 1.36 1.36

10KB 6.22 6.23

20KB 10.55 10.55

30KB 16.64 16.64

50KB 26.46 26.47

100KB | 56.76 56.76

Table 2 shows the total execution time of each
algorithm. The execution times are almost
identical and this shows that the digital
signature signing and verification processes
have no significant impact on the encryption
and decryption time of the proposed system and
also, as the file increases in size, the longer it

File Size Before | File Size After
Encryption Encryption

5KB 5KB

10KB 10KB

20KB 20KB

30KB 30KB

50KB 50KB

100KB 100KB

Table 3 shows that the proposed system did not
reduce or increase the sizes of the various files
used. The Digital Signature maintained the
integrity of the files used.

100KB

50KB

30KB

20KB

10KB

5KB

m Proposed System Total Time

W AES Total Time

0 10 20 30 40

50 60

Figure 4: Total Execution Time of each System

IO0OT 2 bits

2048 bits

1024 bits

S1Z bits

m verification

M Signature

a o000 s Lo O00l1ls

o.o00OZ o00zs o000z

Figure 5: Signature and Verification time of different RSA key sizes
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4.3 RSA Key Size

Different RSA key sizes were used to sign and
verify the 100KB file to see how long each key
takes to carry out signature and verification
processes.

Table 4: RSA Key Sizes

RSA Key Size | Signature | Verification
512 bits 0.000043s | 0.000002s
1024 bhits 0.000105s | 0.000008s
2048 bits 0.000656s | 0.000020s
3072 bits 0.002395s | 0.000043s

Table 4 shows the different key sizes and how
they perform against each other. The smaller
the key size the faster the signature and
verification processes. The verification process
is a much faster process than the signature
process.

4.4 Discussion

The results obtained shows that the Digital
Signature implemented in the proposed system
does not affect the speed of the AES algorithm
and the integrity of the document was
maintained as it did not increase or reduce the
sizes of the files after encryption as shown in
figures 4 and 5. The proposed system is only
able to encrypt and decrypt text (.txt) files as it
was not designed to process other file types,
this can be improved upon in future works that
will be carried out.

In comparison to the work of Aufa, et al. [2] the
proposed system uses RSA for digital signature
and AES for symmetric encryption to achieve
authentication and confidentiality of transmitted
data whereas theirs uses RSA and DSA to
achieve authentication and confidentiality of
transmitted data. When compared to the work
of William, et al. [25] their proposed system
uses Elliptic curve cryptography (ECC) for
digital signature operations and was more
efficient for text encryptions and it could also
process other file types.

5.0 Conclusion

The proposed system presented in this paper is
seen to have met the four objectives of
cryptography. The symmetric encryption
achieves confidentiality and authentication
while the digital signature achieves integrity
and non-repudiation.

Further research should be carried out on how
to implement digital signatures using other

encryption algorithms and analyzing them
against existing models. The proposed work can
further be improved upon by addressing the
issue of key management of symmetric
encryption and upgrading the proposed system
to process other file types.
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