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Abstract  

Unauthorized access poses significant security concerns, jeopardizing the confidentiality, integrity, and 

availability of critical data and resources. Ensuring authorized access is essential for protecting sensitive systems 

across diverse fields, including smart buildings, military bases, hospitals, airports, and financial institutions. 

Biometric authentication has emerged as a reliable solution for access control, leveraging unique human traits for 

verification. However, traditional feature-based biometric systems are limited by environmental sensitivity, poor 

generalization, and vulnerability to spoofing, while deep learning-based systems face challenges such as high 

computational demands, reliance on large datasets, and lack of interpretability. To address these limitations, this 

research proposes a hybrid biometric authentication framework that combines the strengths of deep learning, 

specifically Residual Network (ResNet)-a Convolutional Neural Network (CNN), with the Local Binary Pattern 

(LBP) method. By integrating interpretable, computationally efficient features from LBP with ResNet’s ability to 

learn complex patterns, the framework improves robustness, reduces overfitting, and enhances scalability. This 

approach offers a balanced, efficient solution for secure biometric authentication, tailored for real-world and 

resource-constrained environments. 
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1.   Introduction 

 

The proliferation of Information Technology 

(IT) has raised significant concerns about risks 

associated with insecurity, including attacks on 

and compromises of network systems and 

services. These risks often jeopardize the 

confidentiality, integrity, and availability of data 

due to inadequate IT security measures such as 

unauthorized access [1]. Ensuring data and 

individual privacy protection requires robust 

security practices, among which access control 

plays a critical role. Access control mechanisms 

are essential for safeguarding resources and 

critical infrastructures, including smart 

buildings, military bases, hospitals, and airports 

[2]. 

 

Without adequate access control, issues like 

unauthorized access frequently lead to security 

breaches. User authentication, an essential 

component of access control, is a widely 

adopted method for verifying individuals 

seeking access to sensitive resources. This 

process prevents unauthorized users from 

accessing systems like Automated Teller 

Machines, credit card platforms, and border 

control systems [3]. 

 

Biometric technology has emerged as a 

promising solution to overcome limitations of 

traditional authentication systems, which are 

often susceptible to loss, forgetfulness, and 

brute force attacks. Biometrics, which leverages 

unique human traits for authentication, has seen 

significant advances in recent years [4]. While 

traditional biometric systems rely on feature-

based approaches, they face challenges such as 

sensitivity to environmental conditions, 

vulnerability to spoofing attacks, and scalability 

issues [5]. 

 

To address these limitations, researchers have 

turned to deep learning approaches, which have 

demonstrated remarkable improvements in 

biometric authentication. However, these 
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methods are highly dependent on large datasets, 

computationally demanding, and prone to 

overfitting, particularly with imbalanced data. 

Furthermore, their "black-box" nature and 

vulnerability to adversarial attacks present 

additional challenges [6]. 

 
To address these challenges, this research aims 
to develop a face biometric authentication 
framework that combines deep learning, 
specifically the ResNet CNN, with a traditional 
feature-based method, the Local Binary Pattern 
(LBP).The LBP method excels in capturing 
hand-crafted, interpretable features that are 
computationally efficient and robust in simple 
scenarios. Conversely, the ResNet CNN 
architecture can automatically learn intricate, 
high-level features from data, effectively 
handling complex patterns and diverse datasets.  
 
By combining these approaches, traditional 
features complement deep learning features, 
enhancing robustness and interpretability. This 
hybrid approach mitigates reliance on large 
datasets by providing a strong baseline 
representation through traditional methods 
while enabling deep learning to refine and adapt 
these features to complex patterns. Furthermore, 
this combination reduces overfitting risks, 
improves generalization, and lowers 
computational demands by simplifying deep 
learning models through feature-level fusion. 
This synergy offers a balanced and efficient 
solution, addressing the limitations of both 
traditional and deep learning approaches.  
 

2.    Related Works 
 
Iwasokun et. al. [7] presented a Fingerprint-
Based Authorization Platform for Electronic-
Based Examination was presented. This 
research was motivated by the need to replace 
the conventional techniques of administering e-
exams which poses as a major threat due to its 
susceptibility to share and transfer.The system 
is limited with the fact users will have to make 
contacts with the sensors, standing the risk of 
contracting diseases  
 
Elmir et. al.  [8] utilized Raspberry Pi 
technology to present an improved access 
control system that is based on biometric 
recognition. The research was motivated by the 
need to provide a more secure and reliable 
means of access control as compared to the 
traditional methods that are based on keys or 
passwords. The system has potential challenges 
in varying lighting conditions and is vulnerable 
to spoofing attacks.   

 
A Multi-Level Access Control System in 
Automated Teller Machines was presented by 
Oladimeji et. al.  [9]. The research is motivated 
by the need to eliminate the issues encountered 
with the traditional authentication systems. The 
system suffers difficulty in handling complex 
backgrounds. Venna and Inampudi [10] 
presented a Multimodal biometric 
authentication system. This research was 
motivated by the need to provide security 
solutions to the vulnerabilities and attacks 
exploiting mobile devices. The specific 
objective of this research is to introduce a 
multimodal biometric authentication based on 
cryptographic generation system. Fusion is done 
only at feature level which might result in a 
feature vector with huge dimensionality, giving 
rise to the problem of the curse of 
dimensionality. Users suffer discomforts as they 
have to pass through many scans in order to 
provide biometric traits.  
 
Bharathi et. al. [11] presented an enhanced 
security system with multilevel authentication. 
The system is motivated by the need to 
eliminate the shortcomings of the previous 
systems which include low optimization. The 
system is likely to experience explosive 
dimensionality issue. Rabiya and Patil [12] 
proposed a Multilevel Biometric Based 
Authentication System. The research is 
motivated by the need to tackle the 
vulnerabilities of the traditional authentication 
systems. The system is inflexible to diverse data.  
 
Omotosho et. al [13] developed a biometric 
system based on convolutional neural network. 
This research was motivated by the need to 
overcome the limitations of unimodal 
biometrics system and improve recognition. The 
system might result in a feature vector with 
huge dimensionality, giving rise to the problem 
of the curse of dimensionality. Also, the 
experiments were done using a smaller number 
of subjects in the datasets. A Biometrics System 
using Multilevel fusion and Deep learning 
Techniques was presented by Arjun and Prakash 
[14]. The research was motivated by the need to 
tighten Computer security by using complex 
security systems. The research methodology 
involves extracting Histogram of Oriented 
Gradients features from Fingerprints and 
Signature Biometric traits and feature fusion 
applied at two levels. The system might result in 
a feature vector with huge dimensionality, 
giving rise to the problem of the curse of 
dimensionality. Users also stand the risk of 
contracting diseases.  



241   UIJSLICTR Vol. 13 No. 1 Jan.  2025 ISSN: 2714-3627 

 

Choras [15] proposed a Multimodal biometric 
system for person authentication. This research 
was motivated by the inability of unimodal 
systems to effectively identify people. Users of 
the system experience discomforts as they must 
pass through many scans to provide biometric 
traits. The system makes use of Gabor technique 
with high redundancy of features, which might 
reduce recognition rates.  
Li et. al. [16] presented a Face Recognition AI 

Technology Based on Deep Learning. The 
research addresses challenges in traditional 
face recognition, such as time consumption, 
labor, and issues with illumination, 
expression, and occlusion. The model 
experiences reduction in the algorithm 
execution efficiency.  
 
Alay and Al-Baity [17] presented a Deep 
Learning Approach for Biometric Recognition 
System. Variations in lighting, facial 
expressions, poses, and occlusions (e.g., masks, 
glasses) can degrade performance. Also, limited 
access to high-quality iris datasets may restrict 
model training and evaluation. Arthi et.al. [18] 
presented a Deep Learning Based Multi-Modal 
Biometric Security System. The research was 
motivated by the need to strengthen the 
previous systems characterized by traditional 
methods. The system experiences lower 
learning rates and reduced time for training. 
Also, tuning of hyper parameters and network 
predictions need to be improved. Singh [19] 
presented a Multimodal Biometric 
Authentication System using Machine Learning. 
The research was motivated by the need to 
address the challenges encountered with 
traditional authentication systems. The system 
might result in a feature vector with huge 
dimensionality, giving rise to the problem of the 
curse of dimensionality.  
 
Betrand et. al. [20] developed an Authentication 
System Using Biometric Data for Face 
Recognition. The research is motivated by the 
inefficiencies and inaccuracies of traditional 
attendance systems. These systems are prone to 
errors, manipulation, and delays, particularly in 
large educational institutions. The study seeks 
to address these limitations by leveraging facial 
recognition technology, which offers non-
intrusiveness, usability, and high accuracy, to 
create a reliable and automated attendance 
management system. The study uses the Object-
Oriented Analysis and Design Methodology 
(OOADM) to develop the proposed biometric 
attendance system. A client-server model 
integrates user interfaces, face recognition 
modules, and database management. The face 

Recognition Module employs a pre-trained 
algorithms to detect and match facial features. 
The system utilizes Kotlin programming 
language and TensorFlow for real-time face 
recognition. The research acknowledges several 
challenges and limitations which include 
environmental sensitivity, privacy concerns, 
reliance on deep learning algorithms and 
computational resources which might impact 
scalability in large-scale implementations.  
 
A Biometric Face Authentication System for 
Secure Smart Office Environments was 
developed by Siswanto et. al. [21]. The paper is 
motivated by the need for efficient and secure 
access control systems in smart office 
environments. Biometric systems, particularly 
facial recognition, offer a more reliable and 
user-friendly solution. This research addresses 
gaps in existing IoT-based smart office systems 
by designing a cost-effective and efficient facial 
biometric authentication system to enhance 
security and user experience. The research uses 
a Design Research Methodology (DRM), which 
includes the Creation of a hardware prototype 
comprising ESP32 CAM for facial image 
capture and template creation, NodeMCU 
microcontroller for database storage and access 
control management. The system’s performance 
may be affected by variations in lighting, facial 
expressions, and poses. Dependence on low-
cost components might limit scalability and 
durability in larger systems. Limited storage 
capacity in the NodeMCU microcontroller 
could restrict the number of registered users.  
 
Alharbi and Alshanbari [22] developed Face-
Voice Based Multimodal Biometric 
Authentication System. The research 
implements a voice recognition system using 
Gaussian Mixture Models (GMM) for high 
accuracy and robustness against noise. FaceNet, 
a state-of-the-art neural network, is utilized for 
extracting facial embeddings to improve face 
recognition accuracy. The system was trained 
and tested on a limited dataset (700 samples), 
which might impact generalization to larger 
populations. Variations in lighting conditions 
and background noise could affect face and 
voice recognition performance. Combining 
GMM and FaceNet might introduce 
computational complexity, especially for real-
time applications. System accuracy relies 
heavily on the quality of input audio and video 
samples.  
 
Mon et. al. [23] worked on a Periocular 
Biometric-Based Access Control Systems. The 
study is driven by the increasing demand for 
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secure and reliable access control systems. 
Traditional methods, such as passwords and 
PINs, are vulnerable to hacking and theft. The 
aim to develop an access control system using 
periocular biometrics for secure and reliable 
authentication. Emgu CV (a .NET wrapper for 
OpenCV) is used for image processing and 
feature extraction, Rapid Application 
Development (RAD) methodology to facilitate 
iterative prototyping and system customization. 
Limited dataset is used for testing and 
development, which may affect generalization 
to diverse populations. Performance may 
degrade under varying lighting conditions or 
with poor-quality images. Lack of a standard 
protocol for defining the exact periocular region 
might introduce inconsistencies.  
 
Rahouma and Mahfouz [24] developed a Face 
Recognition System Based on API Mobile 
Vision and Normalized Features of Still Images. 
The research is motivated by the increasing 
need for efficient and secure biometric 
authentication systems on mobile devices. 
Traditional security methods like passwords are 
prone to hacking and theft, while biometric 
systems, particularly face recognition, offer 
enhanced security and convenience. The 
research aims to design and implement a robust 
and efficient face recognition system for 
Android mobile devices using normalized 
features and correlation-based recognition. 
Google’s Mobile Vision API is used to detect 
facial landmarks (e.g., eyes, nose, mouth, 
cheeks).The study extracted 30 geometrical 
measurements by calculating distances between 
key facial landmarks. Pearson Correlation 
Coefficients was used to compare test face 
features against stored features in the database. 
The study addresses the limitations of existing 
mobile-based face recognition systems, such as 
processing constraints, storage limitations, and 
accuracy issues, by leveraging advanced 
techniques like Google's Mobile Vision API and 
Pearson Correlation. Performance depends on 
the quality of input images; poorly lit or 
misaligned images may affect accuracy. The 
system uses pre-stored images and lacks real-
time recognition capabilities. Backgrounds or 
lighting inconsistencies may influence detection 
accuracy. The system is optimized for Android 
devices and as a result, performance on other 
platforms or low-spec devices may vary.  
 
Rahim and Mohamad [25] developed a 
Biometric Authentication system that uses Face 
Recognition Algorithms for a Class Attendance 
System. The motivation for this research stems 
from the inefficiencies and vulnerabilities of 

conventional class attendance systems, which 
rely on handwritten signatures. These systems 
are prone to manipulation, such as forging 
signatures or having peers sign on behalf of 
absentees. To address this, the paper explores 
biometric authentication, particularly facial 
recognition, as a robust and reliable method to 
ensure accurate attendance tracking. Facial 
recognition is chosen due to its non-intrusive 
nature, ease of data collection, and superior 
performance compared to other biometric 
modalities. A training database was created 
using facial images of eight students, with 
variations in angle, expression, and lighting. 
Each subject contributed ten images under 
different conditions: straight faces, angled poses, 
expressive faces, and low-light settings. LBP, 
PCA, and HOG were used for feature extraction, 
while the classifiers involved were SVM for 
LBP and HOG, and Euclidean distance for PCA. 
Performance significantly degrades under low 
illumination conditions, especially for PCA and 
LBP methods. Limited testing dataset of eight 
students restricts the generalizability of results 
to larger populations. System accuracy depends 
on controlled conditions, such as proper 
alignment of the face. HOG+SVM achieves the 
highest accuracy but is slower than PCA, 
indicating a trade-off between accuracy and 
processing speed.  
 
Tiong et. al. [26] implemented an RGB- 
Orthogonal Combination-Local Binary Coded 
Pattern (OCLBCP) Dual-Stream CNN for 
Periocular recognition. The research is 
motivated by the need to address the challenges 
of periocular recognition in the unconstrained 
environments. The research is limited by the 
fact that it does not have the ability to recognize 
subjects wearing sun glasses.  
 
The limitations of the reviewed models above 
include the following: The use of contact-based 
systems poses significant health risks due to the 
potential transmission of diseases, making them 
unsuitable for environments requiring high 
hygiene standards. Additionally, these systems 
are highly sensitive to environmental factors, 
such as varying lighting conditions, which can 
degrade their performance. They are also 
vulnerable to spoofing attacks and suffer from 
the curse of dimensionality caused by high-
dimensional feature vectors. User discomfort 
arises from the need for multiple scans during 
authentication, while limited dataset sizes 
restrict the system's ability to generalize across 
diverse populations and scenarios. Performance 
degradation occurs due to poor-quality images, 
occlusions, or variations in facial expressions 
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and poses. Scalability issues, privacy concerns, 
and the computational demands of handling 
large-scale biometric data further hinder their 
implementation. Moreover, algorithmic 
inefficiencies result in struggles with real-time 
recognition capabilities, and trade-offs between 
accuracy and processing speed reduce 
effectiveness, particularly in resource-
constrained environments. Collectively, these 
limitations underscore the urgent need for 
innovative solutions to enhance the robustness, 
efficiency, and adaptability of biometric 
authentication technologies.  
 
3.  Methodology 

This section focuses on the structural and 
functional aspects of the face biometric 
authentication system. It provides an in-depth 
explanation of the system's architecture, design 
components, and data flow to help understand 
how the system works. The system’s workflow 
is shown in Figure 1. 

 

                     Figure 1 System Work flow 

A. Functional Modules of the System 

The system is divided into several functional 

modules, each serving a specific purpose: 

 
1) User Interface Module 

This module facilitates user interaction with the 
system. It allows users to enroll, authenticate, or 
manage their profiles. 

2) Data Acquisition Module 

This handles the capture of face images or video 
frames using cameras. It ensures that image 
quality and resolution meet system 
requirements. 

3)  Preprocessing Module 

This performs image normalization, face 
alignment, and noise reduction. It ensures 
consistency across captured images under 
varying conditions. 

4)  Feature Extraction Module 

This module extracts unique face features using 
deep learning and traditional feature-based 
methods.  

5}  Authentication and Decision Module 

 

This module matches the extracted features with 

stored templates using the Support Vector 

Machine (SVM) classifier. 

 
6)  Database Module 

This module stores user templates securely with 
encryption. It handles data retrieval during 
matching. 

B. Feature Extraction Techniques 

This section provides a detailed description of 

the feature extraction techniques used in the 

feature extraction module mentioned earlier. 

An approach that combines deep learning and 
traditional feature-based methods is used, with 
the following procedure. 

1) Deep Learning-Based Approach 

The Residual Network (ResNet) CNN 
architecture is used to extract discriminative 
features from facial images. For a convolutional 
layer, the core operation is the convolution of an 
input image with a set of filters (kernels). The 
output of this operation is called a feature map. 

The equation for a single output pixel (i, j) of 

the feature map is: 

 

 
Where: 
Fi, j =  is the value of the feature map at position 
(i, j). 

I is the input image. 
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K is the filter (kernel) with dimensions k×k. 

b is the bias term. 

m and n are indices that iterate over the spatial 

dimensions of the convolutional filter (kernel). 
 

The Rectified Linear Unit (ReLU) activation 
function is applied to introduce non-linearity. 
The ReLU function is: 

                                                                                                

Where: 
 Ai, j   is the activated output at position (i, j). 

Pooling is used to reduce the spatial dimensions 
of the feature map. For max pooling, the output 
is: 

 

                                      

Where: 
Pi, j is the pooled feature map value at position (i, 
j). 

The pooling window is typically 2×2 or 3×3. 

The fully connected (FC) layer is used to 

combine the features extracted and perform 

classification. The output y of a fully connected 

layer is: 

 

 
Where:  
wi are the weights of the connections. 

xi are the inputs from the previous layer. 

b is the bias term. 

σ is the activation function  

 

2) Traditional Feature-Based Approach  

In this approach, the Local Binary Patterns 
(LBP) is used to extract texture features from 
the face region. LBP captures local texture 
information, which is useful under varying 
lighting conditions. 

The biometric feature extraction is done using 
the following procedure: 

For each pixel (i, j) in the face image, a 3×3 
neighbor- hood is defined. The LBP value is 
then calculated using the equation below. 

 
 

Where 

 is the grey value of the center pixel (i. j) 

 is the grey values of the 8 surrounding pixels 

k represents the position of the neighbor pixel in 
the 3×3 neighborhood, where k=0, 1… 7. 

s (x) is the thresholding function, defined as: 

 

 
 

The histogram of the LBP values for the entire 

face region is then computed. This histogram of 

LBP values serves as the feature vector.  

    
C) Feature Fusion Strategy 

1) Concatenation 

The deep learning features are concatenated 
with the LBP features to form a combined 
feature vector. This fusion leverages both high-
level and texture-specific information. 

Feature fusion in a hybrid biometric 
authentication framework can be represented 
mathematically as the combination of features 
extracted from traditional methods and deep 
learning models. Let the feature vectors 
obtained from Local Binary Pattern (LBP) and 
Residual Network (ResNet) be  and , 

respectively. The fused feature vector, , 

can be expressed as: 
 

                        

 
Where: 

 α and β are weighting coefficients that 
determine the contribution of  and 

 to the fused feature vector. 
These weights can be empirically 
determined or optimized based on the 
application and dataset. 

   Rm is the feature vector extracted 
using the LBP method, capturing text-
based information. 

   Rn is the feature vector 
extracted using the ResNet model, 
capturing deep, hierarchical features. 

 Rm and 𝑅𝑛 denote m-dimensional and n-
dimensional spaces of real-valued 
features, respectively. These spaces 
provide the domain within which the 
feature vectors are defined.  
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2)  Dimensionality Reduction 

The Principal Component Analysis (PCA) is 

then applied to reduce the dimensionality of the 

fused feature vector. PCA helps retain essential 

information while reducing computational 

complexity. 

 

D)  Authentication and Decision Strategy 
A Support Vector Machine (SVM) classifier is 

used for final decision-making, categorizing 

whether the presented biometric matches the 

authorized user or not. Authentication decisions 

are made based on a predefined threshold (T), 

as shown below: 

 

                                         

                                      
4. Conclusion 

This paper presents a biometric authentication 

framework that integrates deep learning with 

traditional feature extraction techniques, 

combining ResNet CNN and Local Binary 

Pattern (LBP). By merging interpretable 

features with the deep learning capabilities of 

ResNet, the framework provides a scalable and 

efficient solution for secure authentication. The 

implementation is currently underway, utilizing 

Python and OpenCV for system development 

and training, while MySQL is used for securely 

storing biometric templates. 

 

The framework holds significant potential for 

real-world applications across various sectors, 

including smart buildings, airports, healthcare 

facilities, and financial institutions. Its modular 

design enables seamless integration into 

existing security systems, facilitating 

widespread adoption. Future research should 

focus on implementation and performance 

evaluation across diverse scenarios, addressing 

challenges such as privacy concerns, evolving 

spoofing techniques, and adversarial attacks. 

This work represents a step forward in the 

advancement of biometric authentication 

systems, paving the way for more secure, 

efficient, and interpretable solutions in an era of 

increasing security demands. 
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